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Course Title: Certified NIS2 (CNIS2) Course Duration: 2.0 Days

Exam: Included Exam Type: Proctored Exam

Qualification: Certified NIS2 (CNIS2)

Course Syllabus

e The NIS2 framework

e Governance and management responsibilities
e Cybersecurity risk management

e Policies and procedures

Resilience planning

e Organisational and technical controls

A practical NIS2 GAP assessment.

Course Overview

If you are looking to understand the implications of the NIS2 Directive and build a robust cybersecurity compliance strategy, the
Certified NIS2 (CNIS2) course is for you. This course delivers essential knowledge and practical guidance to help organizations
align their cybersecurity practices with NIS2 requirements, covering governance, risk management, incident response, and supply
chain security.

As cyber risk concerns are becoming increasingly prominent in the risk profiles of organizations, members of senior management
bodies are required to understand these risks and make informed decisions for the organization that consider these risks and their
impact, not just on the organization itself, but also on the ultimate recipients of their products and services. The Network and
Information Systems Directive released in 2022 (NIS2 Directive) emphasizes the importance of this understanding and involvement
by these members of the organization®s management bodies by requiring them to actively involve themselves in cybersecurity risk
management and the implementation of measures to make these risks justifiably acceptable.

Course Learning Outcomes

Upon completion, participants will be equipped with the knowledge and tools necessary to implement and maintain effective
cybersecurity controls in line with the NIS2 Directive, preparing them for the evolving landscape of cyber risk and regulatory
compliance.

Audience

If you are looking to understand the implications of the NIS2 Directive and build a robust cybersecurity compliance strategy, the
Certified NIS2 (CNIS2) course is for you. This course delivers essential knowledge and practical guidance to help organizations
align their cybersecurity practices with NIS2 requirements, covering governance, risk management, incident response, and supply
chain security.
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Entry-Level Requirements

Any IT Security Certification or equlivent Experience
Recommended Reading

None

What's Included

Upon completion, participants will be equipped with the knowledge and tools necessary to implement and maintain effective
cybersecurity controls in line with the NIS2 Directive, preparing them for the evolving landscape of cyber risk and regulatory
compliance.

Exam Information

The Certified NIS2 Professional (CNIS2) exam is a 60-minute, closed-book certification test consisting of 40 to 60 multiple-choice
questions with a passing score of 60% to 65%.

e Format: Multiple-choice questions, closed-book.

e Duration: 60 minutes.

e Passing Score: 60% to 65% (depending on the specific certifying body/voucher guidelines).
Delivery: Online/in-person via accredited training providers.

Validity: Valid for life (indefinitely) with no mandatory renewal.

What's Next

Upon completion look to advanced programs such as the CISSP or similar.

Additional Information

As cyber risk concerns are becoming increasingly prominent in the risk profiles of organizations, members of senior management
bodies are required to understand these risks and make informed decisions for the organization that consider these risks and their
impact, not just on the organization itself, but also on the ultimate recipients of their products and services. The Network and
Information Systems Directive released in 2022 (NIS2 Directive) emphasizes the importance of this understanding and involvement
by these members of the organization®s management bodies by requiring them to actively involve themselves in cybersecurity risk
management and the implementation of measures to make these risks justifiably acceptable.
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